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Basic information of the incident 

	Description of the incident
	Date & Time
	The origin of the attack
	The target of the attack
	The impact of the incident
	Target system

	
SQL Injection attack detection
	
1402-06-10
‏ From 
16:55 to 17:09
	
40.80.148.42
	
192.168.250.70
	Accessing and obtaining data from the database without authentication
	
Web Server Microsoft IIS 8.5



Description of the incident
According to the investigations carried out by the Security Operations Center team and using the security dashboards available in SIEM, it was found that an SQL Injection attack took place from the source 40.80.148.42 to the destination 192.168.250.70 at 16:55 to 17:09.  According to further investigations, it was found that the attacker was able to run his malicious codes on the organization's web server by using security weaknesses and bypassing defense mechanisms such as WAF.  It was also found that the origin of these attacks was among the ‏malicious addresses on the Internet.

Technical description of the incident
In the investigations carried out on the web attack detection dashboard, it was found that many malicious requests for SQL injection attacks of Retrieval hidden information and Time base SQL injection types have been made on the organization's servers from the source 40.80.148.42, which are part of these payloads in the image below. 
[image: A screenshot of a computer

Description automatically generated]
Image 1 is an Example of malicious XSS requests.

As you can see in the image above, the attacker has been trying to execute this attack by sending the malicious values ​​mentioned below. 
Malicious values ​​in the Uri_query field:
;select%20pg_sleep(10)
(select(0)from(select(sleep(6))
These values ​​are used for the mentioned attacks.  Also, to ensure the accuracy of this information from sources such as:
https://github.com/payloadbox/sql-injection-payload-list
https://github.com/swisskyrepo/PayloadsAllTheThings/tree/master/SQL%20Injection
It has been used to ensure the accuracy of the diagnosis of this dashboard.
‏It was also found that 178 malicious requests were received from this source, which unfortunately, none of the defense mechanisms such as WAF were able to identify them, and these requests directly reached the organization's web server.
The impact of the incident
Considering that this attack was successful, its effect is as follows:
 Bypass defense mechanisms such as WAF-
 Communicating with the database without authentication and gaining access-
Finding out about sensitive and classified values ​​and data in the database-
Access to user identity information-
Responding to the incident
‏Due to the sensitivity of the data and the malicious detection of these activities, the source address of these requests was blocked by the firewall for 24 hours.
‏Also, by checking the origin of these requests by the abuseipdb.com  website, it was determined that the origin of these requests was in the list of malicious Internet addresses, which you can see in the image below. 
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web attack

SQL Injcetion

uri_query ¢
catid=9&format=opensearch&id=0SFOpCMk'));select%20pg_sleep(9);%20--%20&Itemid=101
catid=9&format=opensearch&id=8jKb0av3');select%20pg_sleep(9);%20--%20&Itemid=101
catid=9&format=opensearch&id=UKEFT7d6';select%20pg_sleep(9);%20--%20&Itemid=101
catid=9&format=opensearch&id=-1));select%20pg_sleep(9);%20--%20&Itemid=101
catid=9&format=opensearch&id=-1);select%20pg_sleep(27);%20--%20&Itemid=101
catid=9&format=opensearch&id=-1;select%20pg_sleep(27);%20--%20&Itemid=101

catid=9&format=opensearch&id=
(select(@)from(select(sleep(18)))v)/*'%2B(select(@)from(select(sleep(18)))v)%2B'%22%2B(select(@)from(select(sleep(18)))v)%2B%22*/&Itemid=101

catid=9&format=8jZNHSF@'));select%20pg_sleep(10);%20--%208&id=4&Itemid=101
catid=9&format=nQx12Zb9"');select%20pg_sleep(10);%20--%20&id=4&Itemid=101

catid=9&format=sdKUc58F ' ; select%20pg_sleep(15);%20--%20&id=4&Itemid=101
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40.80.148.42 was found in our database!

This IP was reported 220 times. Confidence of Abuse is 100%: ?
ISP DigitalOcean LLC
Usage Type Data Center/Web Hosting/Transit
Hostname(s) apzg-0721m-042.stretchoid.com
Domain Name digitalocean.com
Country EE United States of America
City San Francisco, California

IP info including ISR, Usage Type, and Location provided by IP2Location.
Updated monthly.

REPORT 107.170.231.41 WHOIS 107.170.231.41





